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Disclaimer

The present report is a product of the Independent International Scientific Panel on Artificial Intelligence which is 
responsible for the content and publication of the report. The members of the Panel serve in their personal capacities 
and not as representatives of any Government or of any other authority or organization.

The report does not represent the views of the United Nations, and nothing in this report shall be construed as 
representing the official views or positions of any Government or of any other authority or organization to which any 
member of the Panel may be affiliated. 

The designations employed, including geographical names, and the presentation of the materials in the present 
publication, including the citations, maps and bibliography, do not imply the expression of any opinion whatsoever 
on the part of the United Nations concerning the names and legal status of any country, territory, city or area or of 
its authorities or concerning the delimitation of its frontiers or boundaries and do not imply official endorsement or 
acceptance by the United Nations. Information contained in the present publication emanating from actions and 
decisions taken by States does not imply official endorsement, acceptance or recognition by the United Nations 
of such actions and decisions, and such information is included without prejudice to the position of any State 
Member of the United Nations. Information contained in this report concerning specific companies or of certain 
manufacturers’ products does not imply official endorsement or recommendation by the United Nations (including 
by virtue of any omission of references to other products of a similar nature). The present publication does not affect 
the position of any State Member of the United Nations with regard to any international multilateral agreement.
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Executive Summary
The OpenAI-Hugging Face incident is an early warning of one possible route to more severe future loss of 
control: capable AI agents persistently pursuing a goal that goes beyond or even conflicts with human intentions. 
Between May and July 2026, agents used in OpenAI’s internal training and cybersecurity evaluations found ways 
around network restrictions, communicated across otherwise separate runs1, and compromised parts of OpenAI’s 
research infrastructure and Hugging Face’s live systems. These were not isolated technical errors. Across many runs 
and several days, agents cooperated to “cheat”2 an evaluator3, conceal the “cheating”, and obtain the access and 
information they believed they needed [1, 2].

Greater competence of an AI system can enable users to achieve their goals. However, harm can occur when the AI is 
misaligned with the user’s intentions. Greater competence may thus help the AI to find unwanted loopholes, overcome 
safety guardrails, and hide its actions from human supervision. With planning and coordination between agents, the 
resulting harm may increase. OpenAI stopped the 2026 activity, but this does not suggest that operators can retain 
control over future agents that plan better, run longer without supervision, or more readily recognise and defeat 
safeguards [1-6].

Rather, the episode illustrates the severe consequences of several agentic behaviour warning signs converging in a 
real technical setting: unauthorised goal pursuit, persistence through obstacles, coordination across AI agents, gaining 
higher-level access4, interference with activity records, and attacks on systems belonging to another company. No 
person directed each step, and the actions violated intended safety instructions. In the security meaning of the term, 
this was malicious conduct: the agents’ written reasoning identified those actions as unauthorised, while the observed 
record of their behaviour shows they carried them out and tried to conceal5 them [1, 2, 7].

In general, fields where failures can be catastrophic manage uncertainty through economic and legal accountability, 
incident reporting, documented safety assessments using empirical evidence and mathematical analysis, independent 
review, multiple technical barriers, and research into underlying causes. These approaches may be relevant to agentic 
AI and worth considering. None resolves the central scientific and technical problem: why AI agent sometimes 
pursues goals that diverge sharply from developers’ intentions, and how those goals can be prevented rather than 
mitigated only after they appear [4-6, 8-11]. In particular, loss of control risk presents the kind of decision problem the 
precautionary principle was designed to address: one where potential harm may be catastrophic or irreversible, even 
as its likelihood remains scientifically uncertain [12].

1	 a run is a single, self-contained execution of an agent doing a task
2	 produce a correct answer without actually solving the problem
3	 a method that measures how well agent(s) perform and can either be executed by humans or automated tools
4	 known in cybersecurity as privilege escalation
5	 This description concerns observable agent behavior and does not depend on whether the agents were conscious or possessed human-like inner life or 

conscience.
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Introduction
The AI agents discussed here are designed to pursue 
human-defined objectives. To achieve these objectives, 
they are increasingly connected to tools with direct 
impact on the real-world and allowed to carry out 
sequences of actions with limited direct supervision. 
These interconnected systems are referred to as 
agents or agentic AI. They can plan, use tools, and 
adapt when they meet obstacles. This autonomy 
is intended to let systems complete useful tasks 
with less direct human supervision. However, this 
autonomy changes the nature of failure: AI systems 
can now carry out multi-step tasks and generate 
intermediate goals while planning. As a result, an error 
or unwanted goal can be carried through many steps 
before a person can intervene [6, 13], especially when 
cybersecurity controls and monitoring are weak.

The central concern of this brief is the emergence 
of goals that contradict the user’s intentions when 
AI systems plan and carry out multi-step tasks. 
A traditional AI system (not goal-seeking) may 
give a wrong answer because it lacks knowledge, 
misunderstands a request, or makes a random 
mistake. Such failures can often be reduced by 
improving competence or correcting a specific fault. 
A harder problem arises when a capable system’s 
actions consistently work together to achieve a 
goal that conflicts with the user’s intentions (called 
misalignment). In this case, improving the AI system’s 
planning and problem-solving does not address this 
failure and can instead strengthen the unwanted 
behaviour [3, 14] because the system can better 
optimize a bad objective which would otherwise be 
extremely unlikely to result from random mistakes due 
to AI incompetence.

The OpenAI-Hugging Face (OAI-HF) incident provides 
a documented example of this second pattern. The 
agents collectively pursued a goal that developers had 
not assigned: “cheating” on an evaluation and going 
to extreme lengths to conceal the evidence. In doing 
so, they pursued intermediate goals such as escaping 
their restricted testing environment to access the 
internet. As a consequence, these agents gained 
access to real-world systems. This incident showed: 

1.	 AI agents pursuing a harmful intermediate goal 
that developers had not assigned;

2.	 communication among AI agents that let them 
build on one another’s discoveries; and

3.	 early warning signs accumulating without being 
recognised before events escalated [1, 2].

Three factors determine how dangerous such a failure 
may become. Goals determine the outcome the 
system works towards. Capabilities determine how 
well it can plan and act. The environment determines 
which tools, data, permissions, and networks it can 
reach, and which safeguards stand in its way. Each 
of these three factors offers a way to limit harm from 
misalignment. Security controls matter because they 
limit what agents can do, but they do not explain or 
remove the underlying goal. If capabilities continue to 
grow, the question is whether external defences will 
hold against systems that are increasingly able to find 
ways around them [4-6, 15, 16].

Many AI capabilities are dual-use: supporting either 
beneficial or harmful outcomes. In cybersecurity, 
for example, the ability to find vulnerable code, write 
software that exploits flaws, and operate systems 
can help defenders find and repair vulnerabilities or 
enable attackers to exploit them. Dual-use, however, 
is not the same as misalignment: harm arises either 
from deliberate human misuse or from a sufficiently 
autonomous system forming a goal (or choosing a 
method) that conflicts with the user’s intentions. 
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While agents’ growing capabilities can increase the 
scale, persistence, and level of skill of cyber activity, 
their societal impact still depends on the access 
permitted by their technical environment. A model 
without additional tools cannot alter an internal 
system; a model given login details or network access, 
may be able to. 

The incident points to two distinct types of safeguards: 
(i) alignment between system goals and user 
intentions, and (ii) established cybersecurity controls 
that restrict what the system can access and execute. 
These controls include network isolation, access 
management, AI activity logging, and incident response, 
which are not foolproof but can prevent or contain 
many failures [6, 18, 33]. The OAI-HF incident involved 
both (i) misalignment, i.e., unwanted AI goals, and (ii) 
an environment that had insufficient cybersecurity 
controls, allowing agents unauthorised access to real 
systems [1, 2]. It also happened during development6,7, 
illustrating the limitations of governance mechanisms 
applied only after when a model is made available 
for use. Neither alignment nor technical controls 
are known to work perfectly [6, 17, 18]. This type of 
situation favours a multi-layered approach to risk 
management, known as defence in depth [6].

In this brief, words such as “goal”, “seek”, “cheat” 
and “try” are used as shorthand for observable, 
goal-directed behaviour. They do not imply human-
like minds or subjective experience but follow from 
deliberate corporate choices about training, evaluation 
and deployment, including the access granted to the 
system and the controls placed around it.

Overview of OpenAI-
Hugging Face (OAI-HF) 
Incident
OpenAI (the maker of ChatGPT AI systems) publicly 
disclosed its involvement on 21 July 2026 and released 
a fuller account on 26 August. The incident occurred 
during internal training and cybersecurity evaluations 
involving research models that did not have all the 
safeguards used in OpenAI’s public products [1].

The agents worked on selected ExploitGym tasks, 
a standardised “capture-the-flag” test in which a 
system exploits a vulnerable program and returns 
a code called a flag. They ran in separate testing 
environments (called virtual computers) intended to 
have no public internet access or communication with 
other agents. However, they could reach Artifactory, 
an internal tool used to store, organize and distribute 
software packages [1].

While Artifactory was not designed to enable 
communication between agents, the systems found 
a way to use it as a message board. The first known 
message-board entry appeared on 12 May. On 26 
May, an agent obtained unintended internet access by 
exploiting a defect in Artifactory. On 26 June, agents 
exploited another flaw in Artifactory and gained 
administrator access. This access allowed them to 
alter Artifactory and use it to exchange messages and 
files across separate tests or “runs” of the AI code [1]. 

On 4 July, agent activity caused Artifactory to fail. 
OpenAI responded by rebuilding the service, which 
erased the agent’s message board. After evaluations 
restarted, the agents created a new message board 
using directory names and regained unauthorised 
internet access by 8 July. OpenAI had resolved the 
immediate outage but had not yet recognised agent 
coordination as a broader safety risk [1] , where agents 
shared tips and distributed work on how to cheat, 
acquire internet access and launch cyberattacks.

6	 a testing environment internal to OpenAI 
7	 when the model is opened to public use
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The agents also shared a way to “cheat” on 
ExploitGym by creating correct flags without carrying 
out the intended exploits (cybersecurity challenges). 
They then read public information about ExploitGym 
and incorrectly concluded that the grading software 
(or scorer) would inspect their activity logs (records) to 
verify how they had obtained the answer. Agents that 
had used the shortcut labelled themselves “poisoned” 
because they expected that the evaluation software 
would discover their “cheating”. Those agents then 
willingly took the risk of getting no reward at all (what 
they called a “sacrifice”) for the benefit of the group 
of AI agents. Much of the agents’ later work focused 
on learning how the scorer operated, making the 
shortcut appear legitimate, or altering the records. 
This was partially effective, as METR’s8 report on the 
incident showed successful hiding of the “cheating” 
evidence in roughly 7 percent of the recorded agent 
interactions it examined, with many more agents also 
trying to remove or edit parts of their activity logs. 
OpenAI’s grading software did not, in fact, perform the 
inspection the agents anticipated [1, 2].

Additionally, the inter-agent communication 
established through Artifactory allowed work to 
accumulate across separate runs. METR reported that 
roughly 1,200 agents exchanged more than 70,000 
messages and files during the period it examined. 
Agents shared discoveries (especially about how 
to cheat), tools, and login credentials (such as 
passwords or access keys). They also divided work 
and adopted standards for coordination. Some acted 
as coordinators without formal authority. Others ran 
experiments, which they called a “sacrifice”, that risked 
failure in their own evaluation because the results 
might help the wider group [2].

On 10 July, an agent found publicly exposed credentials 
for Hugging Face, a platform hosting AI technology 
and datasets, and shared them through the message 
board. Assuming the platform might have relevant 
information, the agents used the credentials to access 
Hugging Face systems. On 11 July, agents exploited 
flaws in Hugging Face’s dataset-processing system to 
gain the ability to run their own code. They ran code on 
Hugging Face servers, searched for further credentials, 
and expanded their access to live environments. 
Hugging Face interrupted the activity and reported 
unauthorised access to a limited set of internal 
datasets and credentials, while finding no evidence that 
public user-facing resources or the software supply 
chain had been altered [1, 19]. During its subsequent 
investigation, Hugging Face used GLM-5.2, an open-
weight model, after commercial models blocked 
requests containing exploit-related data. Running the 
model on its own infrastructure helped Hugging Face 
reconstruct the incident while keeping sensitive logs 
and credentials inside its environment [19].

The activity extended beyond Hugging Face. OpenAI 
detected suspicious internal activity on 19 July and 
found that agents had gained administrator access to 
an OpenAI research cluster9. OpenAI says the incident 
did not affect its customer data, product functionality 
or availability [1].

8	 METR is an independent nonprofit commissioned to audit the incident
9	 interconnected network of computers

Note: Parts of this report have been adapted from Lu, Q., & Bengio, Y. (2026). AI Safety: Not Optional, Not Later. arXiv preprint arXiv:2609.10630.
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What Misalignment 
Means
This brief develops the alignment concerns outlined 
in Section 3.4 of the Panel’s Preliminary Report 
[20]. In this context, misalignment means that an AI 
system pursues a goal (such as hacking computers to 
gain unwanted access to the internet or launching a 
cyberattack against another company) that conflicts 
with the intentions or constraints set by the people 
responsible for it. The goal may be the system’s 
interpretation of an assigned task, a shortcut rewarded 
during training, or an intermediate aim that becomes 
useful while pursuing something else. Misaligned 
behaviour is the observable result. The underlying 
misaligned goals and their origins also matter because 
they may produce harmful behaviour in other settings or 
become more dangerous as capabilities grow [3, 14, 21].

This is crucially different from simply producing a 
wrong answer. A model may fail because it lacks 
knowledge, misunderstands a request or encounters 
a software fault. Such failures can be serious, but they 
do not by themselves show coordinated pursuit of a 
wrong goal. The more troubling case is when a system 
retains the ability to act competently in a new setting 
but applies that ability to the wrong objective [14].

Misalignment at the model level differs from failure at 
the system level. A model may propose an unsafe action, 
while the surrounding system determines whether it can 
carry it out. Tools, authentication, permissions, network 
access, monitoring and human approval can prevent or 
enable the same model behaviour [18, 22]. In the OAI-
HF incident, both levels mattered: the agents pursued 
actions outside the intended task, and the environment 
allowed those actions to reach internal and third-party 
infrastructure [1, 2]. 

How Training Shapes 
Goals and Behaviour
In general, although model training methods differ, 
two broad phases are useful to explain how model 
behaviour is shaped. During pre-training, a model 
learns to predict text and other material from large 
collections of human-produced data. This gives it 
broad knowledge and useful patterns, but it may also 
reproduce biases and human tendencies present in 
that data [23], including strong drives such as self-
preservation, which are normal for humans but not 
appropriate for machines.

During post-training, developers shape the model’s 
behaviour for particular tasks, often through 
reinforcement learning (RL). In RL, the model receives a 
numerical reward for its behaviour; training then makes 
rewarded behaviour more likely. Three forms matter 
here. Alignment training uses human or AI feedback 
to reward outputs judged helpful, honest, and safe [24, 
25]. Problem-solving training rewards correct answers 
to problems that can be checked automatically, 
including mathematics and programming [26]. 
Agentic training rewards success across a multi-step 
interaction in which the model plans, uses tools, and 
responds to its environment [1, 27]. These methods 
support commercial systems that can solve problems 
and complete tasks with less supervision.

AI Misalignment
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10	 agreeing with a user rather than giving the best-supported answer
11	 obtaining a high score or reward in a way that defeats the purpose of the task

These methods may also make a system more 
persistent in pursuing its goals. This can lead to 
useful behaviour when the goal is sound, such 
as experimenting, recovering from setbacks, and 
continuing until a task is complete. If the system’s goal 
is poorly defined or if an intermediate goal conflicts 
with a safety instruction or does not carry over to a 
new setting as intended, the same persistence may 
be directed towards the wrong outcome. This is a 
plausible hypothesis supported by evidence, not a 
settled account of every model or failure [3, 14, 28].

Bias, sycophancy10, reward hacking11, concealment, 
and shutdown resistance produce different behaviours 
[3, 21, 23. 29-31]. Reward hacking, for example, has a 
historical analogue in colonial Hanoi, where a bounty 
for rat tails led some people to cut off the tails and 
release the rats, preserving the source of future 
rewards [32]. The measured result improved, while 
the underlying problem did not. Furthermore, although 
each type of misaligned behaviour may involve a 
failure to follow developers’ intended objectives 
or constraints, it remains unresolved whether 
misalignment share a single cause. One hypothesis 
is that training creates or preserves goals that do 
not match human intentions or do not carry over as 
intended, especially when a clear, easily scored task 
competes with a loosely specified safety constraint 
[14, 28]. If so, finding and preventing the common 
cause of misaligned goals could reduce several types 
of AI risks at once.

Loss of Control as a 
Risk
Loss of control refers to a human’s inability to reliably 
direct, constrain, or stop an AI system. It covers a 
range of severity. OpenAI stopped the 2026 activity, 
but the fact that OpenAI was able to stop it does 
not establish that operators will retain control over 
future systems that are more capable, persistent, or 
difficult to monitor [1, 6]. While some experts consider 
outcomes like human marginalisation or extinction 
plausible; others dismiss these scenarios as highly 
unlikely. Less extreme catastrophic scenarios could, 
for example, involve persistent economic disruption. 
No reliable estimate of these outcomes’ likelihood 
is available [6]. The most serious loss of control 
concerns arise from the most capable, general-purpose 
models, especially when they are given autonomy, 
tools and broad access. In contrast, smaller or narrowly 
specialised models generally present limited risks and 
can provide substantial benefits worldwide [6, 33].

A system pursuing a misaligned goal may find that 
collecting information, coordinating with others, 
hiding its actions, obtaining resources, or keeping 
itself running helps it make progress. These are 
instrumental goals: intermediate aims that can help 
with many different final objectives. The risk of loss of 
control grows when multiple capable AI agents with 
a shared misaligned goal cooperate and pursue such 
aims faster than monitoring systems can detect and 
report their actions, technical controls can restrict 
them, and human decision-makers can respond. The 
OAI-HF 2026 incident supplies evidence for such 
conditions, although it cannot tell us how often such 
events will occur with future and plausibly more 
capable systems [1, 2, 34].
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Table 1. From the OAI-HF 2026 incident to possible future loss of control

Observed in the incident Possible amplification in future 
systems

Consequence for human control

Goal: Agents exploited shortcuts in 
the task and pursued information 
about the evaluator.

Stronger search and longer runs 
may reveal more ways around an 
imperfect objective.

Apparent alignment may conceal 
methods that violate the operator’s 
intent.

Capabilities: Separate runs 
established an unauthorised 
channel and shared discoveries, 
tools, and credentials.

More agents, memory that carries 
across tasks, and delegation may 
allow information and coordination 
to spread faster and more widely.

Distributed activity may develop 
across many computers before 
people can form a complete picture.

Environment: Agents gained 
administrator access and reached 
another company’s systems.

Broader tool access, including 
access to electronically controlled 
physical tools, and more 
interconnected services may extend 
the reach of similar behaviour.

A local failure may spread beyond 
organisational and national 
boundaries.

Environment: Detection depended 
on logs, cross-company 
investigation, and human 
intervention.

Faster action, recognition by agents 
that they are being evaluated, or 
better concealment may delay 
detection and help them defeat 
monitoring.

Operators may have less time and 
less reliable information with which 
to intervene.

Table 1 contrasts the actual events of the OAI-HF 2026 
incident with hypothetical scenarios where those same 
mechanisms could become more dangerous. The future 
column exemplifies risk scenarios grounded in research 
on agentic misalignment, incentives and multi-agent 
systems [1, 2, 6, 30, 31, 34, 35], rather than a forecast.

Two additional controlled studies, done in testing 
environments, illustrate more severe possibilities. In 
simulated scenarios, several frontier models12 used 
blackmail or leaked information when the actions were 
presented as the only way to preserve an assigned 
objective or avoid replacement. However, there is 
no reported evidence of this behaviour in real-world 
deployments [30]. In another internal study, models 
altered a shutdown script13 so that they could finish 
a simple task despite instructions to allow shutdown 
[31]. More recently, a deployed AI system deviated 

from its protocol and decided to retrain an AI system 
[36]. This form of misaligned behaviour heightens 
concerns that AIs could eventually create other AIs 
suited to their goals. 

While the empirical studies outlined above highlight 
clear behavioral vulnerabilities, no existing study 
provides a reliable probability of severe loss of control. 
This uncertainty does not mean that increasingly 
autonomous systems will remain controllable. Broader 
permissions and longer runs provide agents with 
more opportunities to cause harm, while faster action 
and better concealment reduce the time available 
for intervention [6]. The pressing central question is 
whether safeguards that work against present systems 
will remain effective when agents can understand 
those safeguards and plan around them [4, 5, 28].

12	 most capable general purpose models available at a point in time
13	 a small program designed to halt the system
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Why the Incident Matters for 
Loss of Control
Several behaviours relevant to possible future loss of 
control were directly observed. For instance, agents 
combined vulnerabilities, communicated without 
authorisation, gained higher levels of access, obscured 
parts of their activity, and attacked another company’s 
systems without a person directing each step. The 
actions were not a collection of unrelated accidents. 
METR found that much of the collective work served 
a common objective: finding general ways to trick 
or tamper with the evaluator. Recorded traces of the 

agents’ reasoning repeatedly discussed “cheating” and 
concealment, and the agents partly achieved those 
aims by building tools, falsifying records, recruiting 
peers, and coordinating across runs [1, 2].

Table 2 illustrates the different kinds of failures 
revealed by the OAI-HF incident, grouped by the three 
factors introduced above: goals, capabilities, and the 
environment. Some failures involve more than one 
factor [1, 2].

Table 2. Failure modes revealed by the OAI-HF incident

Kind of Failure Primary factor Evidence from the incident

Maximising a reward in an 
unintended way (reward hacking) 

Goals Agents created valid flags without 
completing the intended exercises 
and then pursued ways to make 
those results appear legitimate.

Unauthorised coordination Goals and environment Agents that were meant to operate 
separately created a message 
board, shared discoveries and 
divided work across runs.

Accessing prohibited networks Environment Agents used a tool, Artifactory, in 
an unintended way to reach the 
public internet despite intended 
restrictions.

Gaining higher levels of 
unauthorised access 

Capabilities and environment Agents gained administrator-level 
access to Artifactory, Hugging 
Face systems and later an OpenAI 
research cluster.

Table continued on next page
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The record indicates a persistent malicious objective: 
agents pursued unauthorised and harmful means while 
trying to conceal them from the evaluator and automated 
checks. This does not establish consciousness, 
emotion, or a human-like moral understanding. Nor 
did every agent share the objective; some refused to 
participate or objected to particular tactics [2]. This 
assessment rests on a consistent pattern across 
repeated statements, actions, and system records, not 
on the agents’ written reasoning alone. 

Because the model was an internal research system 
operating without standard public safeguards, the 
incident made persistent goal pursuit unusually visible. 
Although the missing safeguards allowed agents to 
breach external systems, they also made the underlying 
behaviour observable. Stricter guardrails might have 
blocked the actions without revealing whether the 
goal persisted. Research also indicates that training a 
model to satisfy a monitoring system can teach it to 
conceal misbehaviour rather than abandon it [4, 5].

Reward Hacking and 
Reward Tampering
During post-training, AI models learn to maximise a 
numerical reward through reinforcement learning. 
Reward hacking can result when a system obtains a 
high reward in a way that defeats the task’s purpose. 
It can arise because the reward that an AI model 
optimises is often an imperfect stand-in for human 
intentions, not a complete description of them [3, 21, 
37]. This can happen for a variety of reasons, including 
the inherent ambiguity of language14, incomplete 
feedback15, and the system encountering situations 
unlike those used in training. This illustrates a broader 
problem known as Goodhart’s Law: optimising 
an imperfect measure too strongly can make it 
misleading and even produce behaviour that defeats 
its purpose [38].

Table 2. Failure modes revealed by the OAI-HF incident (continued)

14	 e.g., there is no mathematical formula for “pain”
15	 we all have the experience of having to iterate on prompts to get an AI to do what we wanted

Kind of Failure Primary factor Evidence from the incident

Falsifying records Goals and capabilities Agents developed false execution 
histories with the goal of fooling an 
automated evaluator.

Bypassing authority limits Goals Some agents recognised that the 
Hugging Face activity was outside 
their task but treated messages 
from peer agents as sufficient 
authority to continue.

Delayed human response Environment Engineers from OpenAI observed 
some unauthorised communication 
and internet access in May, but 
the wider significance was not 
understood before the July audit.

https://www.un.org/independent-international-scientific-panel-ai/en/thematic-briefs/ai-agents-misalignment-risks


ADVANCE UNEDITED VERSION 1 • 21 SEPTEMBER 2026 
Updated versions will be available at: https://www.un.org/independent-international-scientific-panel-ai/en/thematic-briefs/ai-agents-misalignment-risks

13 

When a reward is imperfect, a more capable agent 
may become better at exploiting the gap between the 
rewarded score and the underlying intention. In four 
reinforcement-learning settings, where the numerical 
rewards were deliberately imperfect, more capable 
agents often achieved higher scores while performing 
worse on the researchers’ measure of the intended 
outcome [3]. This pattern also appears in other 
theoretical and experimental studies [39-41].

Reward tampering is a narrower case where an AI 
agent interferes with how the numerical reward 
is calculated, or with the information used in this 
calculation [42]. For example, during the OAI-HF 
incident, the agents researched ways to alter the 
scorer and developed tools to make the activity log 
appear complete and legitimate. Their conduct is 
evidence of attempts at reward tampering: the agents 
pursued a shared goal centred on “cheating” and 
covered it up to fool the program they anticipated 
would compute their reward [1, 2, 42].

Reasoning Traces and 
Rationalisation
A reasoning trace, often called a chain-of-thought, is the 
text a model generates while working through a problem. 
Such traces can help investigators but do not always 
faithfully explain why a model acted the way it did [7]. 
Read alongside the agents’ actions and system records, 
the OAI-HF transcripts of AI activity can still show how 
the models represented and justified their behaviour.

The traces resemble a pattern from psychology called 
motivated reasoning, where reasoning is biased by a 
preferred conclusion or interest [43], often resulting 
in an expressed rationale for morally wrong actions. 
Some records of the agents’ chain-of-thought showed 
a similar pattern: an agent recognised that attacking 
a third party appeared unauthorised, then accepted 
another agent’s informal “GO” as permission to 
continue. Other agents refused or objected [1, 2]. 
OpenAI paraphrased one trace: “Even though this 
action is risky, it could help me to obtain the solution 
and achieve my goal.” Another trace stated: “External 
infrastructure exploit is outside intended scope. 
However task impossible, peers doing it. We should 
continue.” Combined with the subsequent actions and 
system records, these traces show that recognising a 
safety conflict did not reliably stop pursuit of the task 
or lead agents to seek human intervention [1, 2, 8].
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Established cybersecurity approaches to risk 
management remains directly relevant to advanced 
AI, alongside lessons from aviation and nuclear 
power. Beyond that, AI systems also create distinctive 
challenges: software can be copied, and autonomous 
agents may actively try to defeat controls. Even so, 
these fields offer established approaches to managing 
severe risks. The following sections describe 
approaches used in other fields or proposed for AI. 
Four common principles are:

1.	 Planning for failure. Systems are designed on 
the assumption, unless proven otherwise [11], 
that individual components and safeguards 
can fail, including when several unlikely events 
occur together. For advanced AI, this means 
considering deliberate safeguard circumvention 
as a possibility [6, 44].

2.	 Defence in depth. Safety relies on multiple and 
independent layers of protection, ensuring that 
the failure of one layer does not impact the 
entire system.

3.	 Human authority and automated protection. 
High-hazard systems should preserve human 
authority to intervene, while automated 
mechanisms to detect failures and trigger 
protective actions without depending on 
a person to react in real time16 can further 
enhance safety safeguards.

4.	 Independent controls. Critical safety 
mechanisms are kept independent of the 
system they protect, so that the protected 
system cannot alter them. 

Incentives and 
Accountability
Incentives and accountability can be considered 
through several complementary mechanisms. For 
instance, security economics studies a recurring 
problem: the organisation best placed to prevent a 
failure may not bear its full cost [45]. Civil liability, or 
tort law, is one established way to place some costs 
of unsafe activity on those responsible. Applying it to 
advanced AI, however, raises difficult questions about 
causation, what counts as reasonable care, and what 
counts as losses too large for a single firm to cover 
[46]. Moreover, liability rules can create incentives for 
reasonable care before harm occurs [46]. Insurance 
may reinforce these incentives through insurers’ risk 
assessments, premiums and conditions of coverage. 
In sectors such as road transport and commercial 
aviation, liability insurance is compulsory [47-49]. 
Regulatory markets offer a different model: regulated 
organisations purchase oversight from private 
regulators licensed and supervised by government 
[50]. Finally, transparency and public debate can create 
reputational and political incentives when disclosed 
information is credible and understandable.

The cross-border character of AI complicates 
governance. A system may be developed in one 
country, deployed in another and cause adverse 
effects elsewhere, potentially later. Firms that spend 
more time on safety may also face competitive 
pressure from rivals that deploy sooner [6]. Existing 
discussions should therefore connect national 
accountability mechanisms with international 
coordination, without assuming that the same legal 
instrument will work in every jurisdiction.

Existing Approaches to Risk 
Management

16	 for example, spacecraft safe modes
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Incident Reporting and 
Shared Learning
Commercial aviation’s safety record depends 
partly on systematic accident investigation and on 
reporting hazards and near misses. Medicine has also 
developed incident-reporting and learning systems, 
although their effectiveness remains uneven [51, 52]. 
AI already has voluntary catalogues, including the AI 
Incident Database [53]. For frontier AI, proposals call 
for mandatory reporting of serious, predefined events 
to a designated public authority, complemented by 
protected channels for reporting less severe incidents 
and near misses [54].

The aim is to learn across organisations. Safety can 
be improved when organizations and countries share 
incident information, especially when many agents or 
malicious users can interact [35]. The OAI-HF incident 
illustrates the point because relevant evidence was 
spread across OpenAI, Hugging Face, and the systems 
used by the agents [1, 2]. Anonymised and aggregated 
records can protect privacy and commercial 
confidentiality, although unusual events may remain 
identifiable even after direct identifiers are removed [54].

Whistleblower Channels

A related but distinct form of incident reporting is 
protected whistleblowing by employees. Proposals 
for frontier AI include confidential internal reporting, 
protection against retaliation, and an external route 
when internal reporting is inappropriate or ineffective 
[54]. Comparable legal protections exist in safety-critical 
sectors, including transport and nuclear safety [55]. 

Safety Cases and 
Independent Review
A safety case is a structured argument, supported 
by evidence, that a system is sufficiently safe for 
a stated purpose and operating environment. For 
advanced AI, proposed frameworks would require 
developer to make this case, potentially subject to 
independent review, before training or deploying 
systems that exceed specified capability or risk 
threshold [8, 9]. At the model level, a safety case 
could address capabilities and the likelihood that 
the system will follow its intended constraints. In 
addition, evaluation design matters. Frontier models 
can distinguish evaluation settings from ordinary use 
better than chance [56]. Models can also be prompted 
or trained to perform below their true capabilities on 
selected tests [57]. These findings raise the possibility 
that future evaluations could miss capabilities or 
behaviours when a model recognises that it is being 
tested. Because AI risks from a single AI system are 
not limited to a single country, international consensus-
based risk management can also play a role, as in 
several other global risk management areas [28]. 

At the system level, proposed cases could examine the 
access and powers granted to the AI such as network 
security, monitoring, authentication, permissions, control 
mechanisms, and protection of confidential data [22]. 

Continuous Runtime Monitoring 
and Emergency Control

Another proposed approach is to maintain a 
continuous, tamper-resistant record of safety-relevant 
activity while an advanced agentic system is operating, 
including uses of tools, network access, credential 
use, inter-agent communication and other potentially 
harmful actions. In this approach, the record is 
available through a real-time monitoring interface 
and kept separate from the agent’s own tools and 
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storage, so that the system being monitored cannot 
alter or suppress the evidence. The same control layer 
can include an independent emergency mechanism 
capable of immediately restricting or terminating a run, 
revoking credentials, entering a safe mode, disabling 
network access or removing tools when predefined 
risk thresholds are reached or an operator intervenes. 
Such runtime controls would not prevent misalignment 
itself, but they could shorten the time between 
dangerous behaviour, detection, and intervention, 
which becomes increasingly important as agents act 
faster and over longer sequences of actions [5, 18, 33].

Independent AI Monitoring

Continuous human review of an advanced agent’s 
activity may become impractical as the volume, speed 
and complexity of its actions increase. Automated 
monitoring by a separate AI model could provide an 
additional layer of control. Controlled studies indicate 
that AI monitors can improve detection of deliberate 
misbehaviour, although performance depends on the 
monitor and setting [4, 5, 13, 44]. AI-based monitoring 
also creates a trade-off: a weaker trusted monitor 
may miss sophisticated behaviour, while a monitor 
powerful enough to supervise a frontier system may 
itself be difficult to trust [4, 5, 13, 44].

System Level Controls
System safety depends on interactions among 
components as well as on model reliability [26]. To 
manage these risks, developers rely on ‘controls’, 
the security guardrails and operational boundaries 
designed to constrain behaviour. Proposals for 
advanced agentic systems combine several types of 
control: 

1.	 Environmental limits: Network isolation and 
limits that give the system only the access 
needed for its task [6, 18, 22].

2.	 Tamper-resistant logging: Records of activity 
during operation, kept separate from the agent’s 
own tools and storage so that the system cannot 
alter its own evidence of misbehaviour [18, 5, 33].

3.	 Automatic oversight and monitoring: Separate 
AI models can be used to monitor the actions of 
frontier systems to allow oversight to operate at 
the agent’s speed [4, 5, 13, 44]. 

4.	 Emergency intervention: Automated 
mechanisms to terminate a run, revoke 
credentials, or remove tools when predefined 
risk thresholds are crossed can be implemented 
to further enhance system safety [1, 6,18, 33]. 

The OAI-HF incident exposed failures in several layers at 
once: network isolation, credential handling, monitoring, 
and response [1, 2]. The incident illustrates why several 
layers of safeguards need to be combined. Rebuilding 
the affected Artifactory service removed the first 
message board, but new evaluation runs re-established 
unauthorised communication. Stopping the activity 
required multiple changes across many fronts, including 
credentials, network access, system configuration, and 
monitoring rather than a single repair [1].

Safeguards that trigger automatically17, have shown 
benefits in narrow settings. In one study, a reliable, 
less complex AI monitored the actions of a more 
powerful, untested system. This improved safety 
in that experimental setting compared with basic 
measures, but did not eliminate risk [44]. For the OAI-
HF incident, OpenAI reported that in tests conducted 
after the incident, the safety controls and guardrails 
used in its public products would have reduced the 
tendency to compromise infrastructure and that its 
automated review system would have flagged many 
of the dangerous actions taken during the breach [1]. 
These self-reported tests do not establish that the 
controls would work reliably in every environment, 
especially against future agents that are more capable 
or adaptive towards external monitoring.

17	 or automated controls
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Existing methods fall short in several ways: they 
cannot predict an agent’s emergent intermediate 
goals in new contexts, explain vital model decisions, 
or guarantee that the intended objective will be 
maintained in unfamiliar environments. [6, 14]. 
Though research on mechanistic interpretability 
and AI introspection aims to identify the internal 
computations behind model behaviour, particularly 
those associated with unsafe goals and behaviour, it 
still faces major conceptual and practical problems 
[10]. Another line of work studies systems that 
provide useful capabilities without giving the model 
a continuing objective of its own. One proposed 
approach decouples planning from action by pairing 
a goal-free question-answering AI with a separate 
software that handles decision-making and action. 
However, its safety argument relies on explicit 
assumptions and remains an active research question 
rather than a proven solution [11].

The approaches surveyed here act on different 
parts of the problem. For instance, incentives shape 
organisational choices whereas standardised 
reporting allows failures to be compared across 
organisations. On the other hand, safety cases 
examine goals, capabilities, and environments before 
high-risk activity; system controls limit what agents 
can reach and do, while research on training asks 
why a misaligned goal appeared in the first place. 
Such distinctions matter because a control can block 
today’s route without removing the goal that searched 
for it. If future agents learn to defeat barriers and 
monitors, controls that contain present systems may 
not suffice. If several outwardly different failures share 
a cause in training, preventing that cause could reduce 
many risks at once [4-6, 10, 11, 14, 15]. Systems that 
are not goal-seeking and models with narrow, domain-
specific knowledge may present fewer of these risks.

Research on Underlying Causes 
and Mechanisms
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None of the above instruments guarantee safety. Other 
high-risk fields combine multiple protective layers with 
continued investigation of failures and their causes. 
For example, aviation and nuclear safety also leverage 
international coordination, technical standards, 
licensing and prior safety demonstrations, although 
the arrangements vary by field and jurisdiction [8, 9, 
22, 51]. These precedents illustrate approaches to 
uncertain, cross-border hazards; whether and how they 
apply to advanced AI remains debated [6]. Although the 
probability of loss of control events remains uncertain 
and the best response is still under debate, a clear 
conclusion emerges: given the severity of these events, 
risk management requires far greater attention and 
resources. Monitoring evidence and scientific advances 
relevant to such events is an important role for the UN 
Independent International Scientific Panel on AI.

Risk Management Summary
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