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@©  2&F Operator /= iy il 22 I : “OpenAl, Introducing Operator”, January 23, 2025, https://openai.com/index/
introducing-operator/; 7T ChatGPT Agent 7= i1 2 Il.: “OpenAl, Introducing ChatGPT agent”, July 17, 2025, https:/
openai.com/index/introducing—chatgpt—agent/

@ ME202646 I, TEBFEARMSWAIFRF LSRR LT 8K TR A OpenAl [ Operator.
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(D See Abou, A.M., etal., “Agentic Al: A Comprehensive Survey of Architectures, Applications, and Future
Directions”, Artificial Intelligence Review, no.11, 2026.

@ See Wang, L., etal, “A Survey on Large Language Model Based Autonomous Agents” , Frontiers of
Computer Science, 1mo.6, 2024.Yao, S., et al., “ReAct: Synergizing Reasoning and Acting in Language Models” ,
International Conference on Learning Representations, 2023, https:/arxiv. org/abs/2210.03629; Schick, T., et al.,
“Toolformer: Language Models Can Teach Themselves to Use Tools” , Advances in Neural Information Processing
Systems, 2023, https://arxiv.org/abs/2302.04761
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© A XK W 5 2 UL Horowitz, M.C., “Artificial Intelligence, International Competition, and the Balance of
Power”, Texas National Security Review, 1no.3, 2018; Baele, S., J., etal., “AIIR: Charting International Relations in
the Age of Artificial Intelligence” , International Studies Review, no.2, 2024; Birkstedt, T., etal., “Al Governance:
Themes, Knowledge Gaps and Future Agendas” , Internet Research, mno.7, 2023; Dafoe, A., Al Governance: A
Research Agenda, Oxford: Centre for the Governance of AI, Future of Humanity Institute, University of Oxford, 2018;
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@  HETRREZE S BF BRI R AL S A TR, OpenAl. BRIk, WMAEA R HT
H R e e X, FH{E B AT 2 I OpenAl, “A Practical Guide to Building Agents”, 2025, https://cdn.openai.com/
business—guides—and-resources/a—practical-guide—to-building—agents.pdf; Google Cloud, “What Are Al Agents?” April 2,
2026, https:/cloud. google. com/discover/what-are-ai-agents; Microsoft, “Copilot Studio Overview”, Microsoft Learn,
https://learn.microsoft.com/en—us/microsoft-copilot—studio/fundamentals— what-is—copilot—studio
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K. See WEF, “Al Agents in Action: Foundations for Evaluation and Governance”, November 27, 2025, https://
reports.weforum.org/docs/WEF_AI_Agents_in_Action_Foundations_for_Evaluation_and_Governance_2025.pdf

@ See Guo, T., “Large Language Model Based Multi-Agents: A Survey of Progress and Challenges” , in
Proceedings of the Thirty—Third International Joint Conference on Artificial Intelligence, 2024.
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@ See OECD, Explanatory Memorandum on the Updated OECD Definition of an Al System, Paris: OECD
Publishing, 2024, pp.5-6; Véliz, C., “Moral Zombies: Why Algorithms Are Not Moral Agents”, Al & Society, no.2,
2021.

@ B REMR I 2 A IR I BT DAIE A BE AR N 44 TR, See Xie, Y., “From Spark to Fire: Modeling and Mitigating
Error Cascades in LLM-Based Multi-Agent Collaboration”, May 11, 2026, https:/arxiv.org/abs/2603.04474

® See Liang, G., Tong, Q., “LLM-Powered Al Agent Systems and Their Applications in Industry”, May 22,
2025, https://arxiv.org/abs/2505.16120
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S., “Artificial Intelligence and Management: The Automation-Augmentation Paradox”, Academy of Management Review,
no.l, 2021.
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©  KTARSRANTEGTES ANLPMERRE T, 16 3 R NN TEZINL GUFHE s AR R R A 256
TERR BT, B RETEMPER N, See Wu, S., etal., “Human-Generative Al Collaboration Enhances Task

Performance but Undermines Human's Intrinsic Motivation”, Scientific Reports, 1n0.15105, 2025; Doshi, A.R., Hauser,
O.P., “Generative Al Enhances Individual Creativity but Reduces the Collective Diversity of Novel Content”, Science

Advances, no.28, 2024; Dell” Acqua, F., et al., “Navigating the Jagged Technological Frontier: Field Experimental
Evidence of the Effects of Artificial Intelligence on Knowledge Worker Productivity and Quality”, Organization Science,
no.2, 2026.
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@ Defense Innovation Unit, “DIU’s Thunderforge Project to Integrate Commercial Al-Powered Decision-Making
for Operational and Theater-Level Planning”, Defense Innovation Unit, March 5, 2025, https://www.diu.mil/latest/dius—
thunderforge—project-to-integrate-commercial-ai-powered-decision-making

® Mande, M., Allen, G.C., “What Is Maven Smart System, and What Does It Do?” Center for Strategic and
International Studies, June 2, 2026, https://www.csis.org/analysis/what-maven-smart-system-and-what-does—it-do
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® See Kahn, L., etal., “Al Safety and Automation Bias”, Center for Security and Emerging Technology,
November 2024, https://cset.georgetown.edu/publication/ai—safety—and—automation—bias/

@ ZUEM: (NTEEGEEARS2HREUAZ kKD, B (ER2e5EERE) 2021455 #.

®) International Al Safety Report, “International Al Safety Report 2025” , January 2025, https://
internationalaisafetyreport.org/publication/international—ai—safety—report-2025
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SR S DN AN OR VPG S AN AR S5, TR K B sh b I B AL 2% . A IR 2o,

© ZWEI. R (NTHRSEURZSTEAEE: —TREF MR,
@ See Salvi, F., etal., “On the Conversational Persuasiveness of GPT-4", Nature Human Behaviour, no.S8,
2025.
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@ See Ballon, M., “USC Study Finds Al Agents Can Autonomously Coordinate Propaganda Campaigns Without
Human Direction”, USC Viterbi School of Engineering, March 11, 2026, https:/viterbischool. usc. edu/news/2026/03/
usc—study—finds—ai—agents—can—autonomously—coordinate—propaganda—campaigns—without-human—direction/
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HIL, PLESIN TR B2 44l Aim 2242 /A 7 (Aim Security) B 7F 2025 44
B U E AN RAEAE S R R i S R T AN B %249 EchoLeak (CVE-2025-
32711) ®, Anthropic 2 & th 5 23 JF- 45 5 ek T ol 2 1% B FH RS 7R 1 P 28 i 1 2 e
N EAT AN S0 . AHCEBIRY, BE&E R AR NN BEE S, TR IE
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MEIAARTE, HIWEREARIRR T 225, S0 2 fe pA I X 4 B
RWESE I, AL R 4 B 2 52401, I T8k EIRSS Ra i Edidk. il
HENE AR S ERARE AR, sEH G THRARS. 2 5 A P
RPESEIDE AR B, TR BB AT BE LA SR T R AR TH, JHE4d 2
DR G VAT Bl o — FLS B A B2 8 8 A JE A sl ot 0 5 ) it PRI 6 o o
T84, FLRZ I T BEAE AR I IR 1] Y K THIAR S #2026 AR A FF I — RS i 2
N, Wi (Amazon) RGN Al Gl Refk “H%” (Kiro) 7RG %A
BRJE, M7 “MBRIFE AP IAED” M RIS, SECP ER 2 X )T b
RS (AWS) KA T KA 13 /MR, dEkE Rk, @

BEAE B BRI N, 48 22 A AT LB 1 28 BRI g ma . Hor, BT
FIF B Reth B 3 B85 SO Ak T HEA H & DB S 4% Bk oy
[FFER & Bk B3 KL H bR AR A BB A I DA S 47 BE Al it . P AL

@ OpenAl, “Introducing ChatGPT Agent: Bridging Research and Action”, OpenAl, July 17, 2025, https:/
openai.com/index/introducing—chatgpt-agent/

@ See Reddy, P., Gujral, A., S., “EchoLeak: The First Real-World Zero—Click Prompt Injection Exploit in a
Production LLM System”, September 6, 2025, https:/arxiv.org/abs/2509.10540

® Anthropic, “Disrupting the First Reported AI-Orchestrated Cyber Espionage Campaign”, Anthropic, November
13, 2025, https://www.anthropic.com/news/disrupting-Al-espionage

@ Amigot, B., “Amazon’s Al Agent Outage Is a Warning: Why Organizations Need Governed Al Infrastructure” ,
IBL AI, March 12, 2026, https:/ibl.ai/blog/amazon—ai—agent-outage—governed-infrastructure
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@  Executive Office of the President, “Removing Barriers to American Leadership in Artificial Intelligence” ,
Federal Register, January 31, 2025, https:/www. federalregister. gov/documents/2025/01/31/2025-02172/removing—
barriers—to—american—leadership—in-artificial-intelligence
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(D The White House, “Winning the Race: America’s Al Action Plan”, July 2025, https://www.whitehouse.gov/wp—
content/uploads/2025/07/Americas—Al-Action-Plan.pdf

@ National Institute of Standards and Technology, “Request for Information Regarding Security Considerations for
Artificial Intelligence Agents”, Federal Register, January 8, 2026, https://www.federalregister. gov/documents/2026/01/
08/2026-00206/request—for-information-regarding—security—considerations—for-artificial-intelligence—agents

® National Institute of Standards and Technology, “Al Agent Standards Initiative”, NIST, February 17, 2026,
https://www.nist.gov/artificial-intelligence/ai—agent-standards—initiative

@ The White House, “Promoting Advanced Artificial Intelligence Innovation and Security”, June 2, 2026, https://
www.whitehouse.gov/presidential-actions/2026/06/promoting-advanced-artificial-intelligence—innovation—and-security/
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@® European Commission, “ ‘Al Act’, European Commission Shaping Europe’s Digital Future”, May 21, 2024,
https:/digital-strategy.ec.europa.eu/en/policies/regulatory—framework-ai

@ European Commission, “Drawing-Up a General-Purpose Al Code of Practice”, European Commission Shaping
Europe’s Digital Future, August 1, 2025, https://digital-strategy.ec.europa.eu/en/policies/ai—code—practice
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Bro130BbI, 00yciioBIeHHbIe UM-arenTamMmu:
PHYCKHU HAIHOHAJIbHOM 0€30IIACHOCTH M IYTH YIIPABJICHUS

B 110Xy ar¢éHTHOI0 UCKYCCTBCHHOI'0 MHTEC/IJIECKTA

Onrn lyait, Ce L3sapwKH

[ AnnoTanus | PaseutHe MCKYCCTBEHHOTO MHTEIUIEKTAa B HACTOSIIEE BpPEMs
[IEPEKUBAET MEPEX0]] OT dIMOXU I'€HEPATUBHOIO UCKYCCTBEHHOI'O MHTEJUIEKTA K
snoxe areHtHoro MMU. Ilosnenue MU - areHTOB SBISETCS OTIWYUTEIBHBIM
npu3HakoM. WU - areHTBl 001agar0T CIIOCOOHOCTBIO K CaMOCTOSITCIBHOMY
IJIaHUPOBAHUIO, BBI3OBY HWHCTPYMEHTOB H BSaHMOHCﬁCTBHm C BHEIIHEH
Cpeloi, 4To 00eCcIeurBaeT NEPEXO UCKYCCTBEHHOIO MHTEJIEKTa OT “9TO OH
MOXET ckazath” K “9T0 OH MOXeT caenath’ , HO M Oonee TiIyOoKoe
M3MEHEHHE OTHOLIEHUN MEXIy YEJIOBEKOM U TEXHOJOTHUSIMH, a TAKXKE MEXKIY
YEJIOBEKOM M OpraHu3auusMd. B paMkax HOBOH CHUCTEMHON apXUTEKTYphI
XapakTep U COACPIKAHUEC PUCKOB HAIMOHAIBLHOW OC30MACHOCTH MPETEPIICBAIOT
rryookue m3meHeHus. [1o Bo3aeicTBHEM UMITyJibca co cTOpoHbl MM -areHToB,
CYIICCTBEHHBIC HM3MCHCHHUS IIPOUCXOAAT B TaKuX cdepax, KaKk BOCHHAas
0e30MacHOCTh,  MOJUTHYECKas  OEe30MacHOCTh, KHOEpOe30macHOCTh |
0C30IaCHOCTh  KJIFOUYEBOW  WHQPACTPYKTYyphl. Puckm 0Oe30macHOCTH B
pa3MUYHBIX cdepax MO - pasHOMY TMPOSBISIIOTCA B KPaTKOCPOUYHOM,
CpPEeIHECPOYHOM UM JIOJITOCPOYHOM  MEPCIEKTHBE, IepecTpauBasi Cpeay
HAIIMOHAJTFHON 0€301MacHOCTH Ha Pa3IMYHBIX YPOBHIX. B 1enmsx pearnpoBaHUs
Ha BbI30BbI, cBsizanHble ¢ U -arentamu, CIIA, EC, Poccus, Slnonus u npyrue
CTpaHBl HAKOMWIN IICHHBIA ONBIT B chepe ympasmenuss MU - arenramu.
bnaronapss TOYHOMY MO3UIIMOHUPOBAHUIO U THOKOMY MOIXOIY K YIPABICHUIO
Kurait mobusicst xopommx pe3yapTaToB B o0macTé ynpasienus MU -arearamu,
YTO MOXET TMOCHYKUTh TMPUMEPOM JUIsl  yHPABIEHUS HCKYCCTBEHHBIM
HMHTEJUIEKTOM B CTpaHaX MUpPA B HOBYIO 3I10XY.

[ KnroueBbie ciaoBa ] Arenrnsii MU; UM - arenr; PUCKH 0€30MaCHOCTH;

Y1IpaBJI€HNUE NCKYCCTBEHHBIM MHTEIIJIEKTOM
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The Challenge of AI Agents: National Security Risks and
Governance in the Era of Agentic Al

Feng Shuai, Xie Jianzhi

Abstract: The development of artificial intelligence is transforming from the
era of generative Al to that of agentic AI. The hallmark of the agentic Al era is
the emergence of AI agents. These agents possess the capability to
autonomously plan, utilize tools, and interact with the external environment,
shifting A’ s focus from “what it can say” to “what it can do” . The
development of Al agents signifies not merely an expansion of technical
capabilities but a profound transformation in the relationships between humans
and technology, and between humans and organizations. Within this new
systemic framework, the nature and content of national security risks have
undergone significant changes. Domains such as military, political, and
cybersecurity, as well as the security of critical infrastructure, are all
experiencing marked shifts under the impact of Al agents. Security risks across
these various domains manifest differently over short, medium, and long terms,
reshaping the national security landscape at multiple levels. To address the
challenges posed by Al agents, the United States, Europe, Russia, and Japan
have accumulated valuable governance experience. Through precise
positioning and agile governance strategies, China has achieved notable
success in this area, offering a valuable reference for Al governance worldwide.

Keywords: Agentic AI; Al agents; security risks; Al governance
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